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Abstract: 

People over the world nowadays access internet a lot which generates a very huge amount of user behavioral data . The user 

behavioral data which on process reveals more valuable informat ion about users which is used by the business people to enhance 

their business and also for research peoples . Data aggregation is a preprocessing step where informat ion is gathered and formatted 

for data mining process. In case when the data gathering authority can’t process the user data then he/she lends this users data to 

other third party services for data processing which violates the user’s privacy policy. To overcome this privacy violation problem 

user identities are removed from the user data. This safety precaution is not sufficient during a selective aggregation proce ss 

which reduces the number of records by applying filters on user data attributes. When  the third party has limited number of 

records then there is  chance of identifying a user by analyzing user’s attributes by unauthorized user or third party user. So a 

differential privacy scheme is applied over the user data which preserves privacy by add ing noise to the resultant records and 

protect data from the privacy leakage. 

 

 Index terms: selective aggregation, differential privacy, homomorphic encryption, laplacian noise. 

 

I. INTRODUCTION 

 

Online consumer behavior testing studies how and why users 

of e-commerce platfo rm and web application behave. It has 

been widely applied in practice, especially in commercial 

environments as a process of increasing their sales. Data 

aggregation is one of the most critical operations in behavior 

analysis is process which is almost done by third party. Data 

from d ifferent source is gathered and stored in the 

intermediates server for data analysis . Adding noise to the 

aggregate result is a common method to achieve stronger 

privacy preservation.  There are two ways to add noise: either 

each client adds noise to its own data or the intermediary  

obliviously adds noise to the aggregate result. Adding noise is 

the process of transforming a data to another state using some 

polynomial functions. Differential privacy has its own 

limitat ion that privacy degrades with growing number of 

queries answered and increasing more noise adding to the data 

will degrade the result of the user behavior data analysis. So, 

privacy leakage is obtained. To overcome this user data are 

collected in the server called aggregator when users are online 

the data are uploaded to the aggregator.Each client’s encrypt 

data using homomorphic scheme before sending the data to the 

aggregator. Homomorphic encryption allows data process ing 

over encrypted data. The keys are managed by an external key  

authority who distributes key for users.Obviously aggregator 

can only apply calculation on these encrypted data and output 

results.  Data stored in aggregator server are decrypte so there 

is no chance of privacy leakage while the aggregator have no 

trouble in processing data. Enhances data privacy without 

affecting the end result of selective aggregation process . 

 
II. LITERATURE SURVEY 

 

V. Rastogi and S. Nath[13] is proposed differential private 

aggregation of distributed time-series with transformat ion and 

encryption. The differential privacy is applied by using 

transformation and encryption scheme. This improves 

accuracy of query answers by orders of magnitude. It provides 

privacy over the aggregation of distributed time series.  

 

M.Ceaser,B.Applebaum[5] is proposed collaborative, privacy 

preserving data aggregation at scale. Here data aggregation 

scheme is applied by using scaling technology. It is very  

efficient in Privacy preservation over administrator tool but  it 

is very complex and inefficient. 

 

H.Vaghashia, P. U.Patel as proposed privacy preservation 

techniques in data min ing. it is used by using Randomization  

response model .  It hides the information and better efficiency 

then PPDM technique and this method is not used for mult iple 

attribute databases. 

 

 R.Chen, P.Francis was deards statistical queries over 

distributed private user data is used by using Practical 

Distributed Differential Privacy (PDDP). This preserves 

privacy for large scale of data and its demirts is gap between 

the utility of a central database and that of PDDP. 

 

C.Dwork [3] has proposed differential privacy is used by 

using Histograms or k  anonymizations. Here database is 

preserved but it is low sensitivity on histogram of arb itrary  

complexity. 

 

R.S.Katti has described from this Secure comparison without 

explicit XOR is used by using Integer comparison and removal 

of XOR. And Time consuming task is very high and Complex 

for more than two integers. 

 
Problem Definition 

Homomorphic encryption process is a key feature in enhancing 

the privacy preservation process our paper main focus on 

selective aggregation process and evaluation process . And the 

key distribution process between the client and the authority is 
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also not explained in the paper. So we are developing the 

homomorphic encryption and the key distribution between the 

client and the authority. 

 

Architecture Diagram 

 
Figure.1. Architecture Diagram 

 

The public user is the one who make use of internet for their 

own purpose. The user data here is made to encrypt by using 

homomorphic encryption. The homomorphic encryption is 

done by using the public authority key. The authority pubic 

key is generated by authority. The encrypted data is made to 

store in the aggregator. Aggregator here is act as sever which 

holds the data. The data analyst requires the user data for their 

research purpose, business purpose, etc.  They cannot acquire 

user data directly to gain the user behavioral data. So the query 

data is given to authority. The authority encrypts the query 

data and sends that to aggregator. The user behavioral data is 

made on the behavior data which act as a database. The 

encrypted user data is made to next process called selective 

aggregation. The selective aggregation then process the 

encrypt query. The selective aggregation will select only the 

data that are related to the encrypt query. The data from the 

selective aggregation is passed to differential privacy. 

Differential privacy is used for protecting the resultant data 

from the selective aggregation. Differential privacy is used for 

encryption here laplacian noise is added over the resultant data. 

The result with noise is passed to the aggregator. the 

aggregator then forward the result with noise to authority. The 

authorities then decrypt the query result and deliver that result 

to the data analyst. 

 

 Algorithm 

1. Homomorphic encryption 

 Homomorphic encryption is form of encryption that allows 

computation to be carried out on cipertext, thus generating an 

encrypted result which, when decrypted, matches the result of 

operations performed on the plaintext and here asymmetric 

encryption technique is used. In homomorphic encryption we 

are using two concepts. They are 

 Scaling 

 Swaping  

 

Algorithm 1: Homomorphic encryption algorithm  

1   Array sequence SA=Transformat ion_Sequence() 

2  String TempContent = Ctext; 

3  int contentSize Csize  = SizeOf(Ctext) 

4  Foreach Si in SA 

5        if(Si == SWAP) 

6        Foreach Cchar
 
in Ctext 

7                     int newPoint P=0;  

8                     P =  getSwapPosition (T_Range , Ctext); 

9                     Cenc[P] = TempContent [] 

10           End Foreach  

11      End IF 

12      Else IF (Si == SCALE) 

13      Foreach Cchar in Ctext 

14        int newpoint P=0;  

15      P = getscalePosition (T_Range,Ctext); 

16       Cenc[P] = TempContent [] 

17       End Foreach 

18    End Else 

20     End Foreach 

20      Return Cenc 

 

Differential privacy  

Differential privacy aim to maximize the accurateness of 

queries from statistical databases while min imizing the 

chances of identifying its record. Laplacian noise is added to 

the answer of every query at the aggregator end.  

 

III. CONCLUS ION 

 

In this paper, we have described the challenges of making. 

Differential Privacy for Preserving User Privacy on Selective  

aggregation Based on homomorphic encryption , we have 

designed the first system that is able to securely and selectively  

aggregate user data, make it sensible in realistic data analytics. 

It guarantees strong privacy preservation by utilizing  

differential privacy mechanism to protect individuals’ privacy. 

We have presented scaling swaping concept and then 

Laplacian noise is added to the answer of every query at the 

aggregator end and protect data from privacy leakage.  
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